Pillole di autodifesa digitale

come tutelare la propria riservatezza con un seminario
bellissimo, pratico e indolore

Cryptoparty

Autodifesa digitale



Introduzione

CIOTOFLOW

** Ciotoflow ** - http://flow.ciotoni.net -

@ Mercoledi 18.00 ca aula p2
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Introduzione

CryptoParty

@ Gran parte delle informazioni sulla nostra vita passa
attraverso un computer (chat, mail, etc)
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Introduzione

CryptoParty

@ Gran parte delle informazioni sulla nostra vita passa
attraverso un computer (chat, mail, etc)

@ | nostri dati passano per decine di dispositivi
(potenzialmente malevoli) prima di arrivare a destinazione
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Introduzione

CryptoParty

@ Gran parte delle informazioni sulla nostra vita passa
attraverso un computer (chat, mail, etc)

@ | nostri dati passano per decine di dispositivi
(potenzialmente malevoli) prima di arrivare a destinazione

@ Facilita di analisi, immagazzinamento, e intercettazione dei
nostri dati (quasi sempre sensibili)
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Introduzione

CryptoParty

@ Gran parte delle informazioni sulla nostra vita passa
attraverso un computer (chat, mail, etc)

@ | nostri dati passano per decine di dispositivi
(potenzialmente malevoli) prima di arrivare a destinazione

@ Facilita di analisi, immagazzinamento, e intercettazione dei
nostri dati (quasi sempre sensibili)

@ Molto spesso accettiamo nelle policy superficialmente che
la destinazione analizzi,utilizzi e venda! i nostri dati
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Introduzione

Cryptoparty

@ gli strumenti non sono solo per pochi nerd eletti
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Introduzione

Cryptoparty

@ gli strumenti non sono solo per pochi nerd eletti
@ piu pratica possibile
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Introduzione

Cryptoparty

@ gli strumenti non sono solo per pochi nerd eletti
@ piu pratica possibile
@ banchetti per approfondimenti/sperimentazioni/installazioni
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Introduzione

Cryptoparty

@ gli strumenti non sono solo per pochi nerd eletti

@ piu pratica possibile

@ banchetti per approfondimenti/sperimentazioni/installazioni
@ domande/risposte
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Introduzione

Di cosa parleremo

@ Introduzione

@ Cifratura a chiave pubblica
© GPG (on winy()

Q Mail

e Instant messagging : chat
@ Anonimato online

@ Files encryption
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Cifratura a chiave pubblica

Crittografia

Rendere illeggibile il contenuto di un informazione a chi non &
autorizzato
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Cifratura a chiave pubblica

Crittografia

Rendere illeggibile il contenuto di un informazione a chi non &
autorizzato

cryptoparty!!
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Cifratura a chiave pubblica

Crittografia

Rendere illeggibile il contenuto di un informazione a chi non e
autorizzato

Version: GnuPG v1.4.12 (GNU/Linux)

hQIOA7vE1RJR89J3EAL/VKtmXc6FnWmAre225nRN8NZRvIM1UZ0
57/Uy0xkigOGv2nsg5e41eGHBx2gZoIMkSBKgVUlo4I+XwalZVb
Jpk4R/1B135ExagkXJqiBwf5Z2101gNXpYDmM+gyF riWB2mk 9ZVNP
0/J9r3qySYrrw9k2L5QzJytAuvIZwnddgryUyaUemSzLMPV6eGP

P94+waOz1S6YZyKNQAP jWthhxiLDziTV178tUIQITEw==
=0EvO

Autodifesa digitale



Cifratura a chiave pubblica

Coppia chiavi!

- ICoppia di chiavi! -

@ Coppia di file su un computer
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Cifratura a chiave pubblica

Coppia chiavi!

- ICoppia di chiavi! -

@ Coppia di file su un computer
@ Una pubblica e una privata
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Cifratura a chiave pubblica

~

/" How does GPG work? Mest Sacha and John: 2 Ak

Sacha writes /“' John decrypts the

amessage %message with his

o He sends the private key
message encrypled

on to the evil world

f A'A

and encrypts with
John's public key

wide web

{ R
\\‘- -

“,
%
|

==, John reads
i the message

/ ih

o

@ Se qualcuno vuole inviarmi informazioni cifrate ha bisogno
della mia chiave pubblica

@ Se voglio inviare informazioni cifrate ho bisogno della sua
chiave pubblica
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Cifratura a chiave pubblica

Diffusione delle chiavi pubbliche

Quindi basta distribuire le chiavi pubbliche
Come??

@ Fisicamente (es. chiavette usb)

@ Per email

@ Archivi online dedicati allo scopo (key server)

@ Alcuni programmi (es. pidgin+otr) si occupano
trasparentemente della diffusione della chiave pubblica
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Cifratura a chiave pubblica

Di cosa parleremo

@ Introduzione

@ Cifratura a chiave pubblica
© GPG (on winy()

Q Mail

e Instant messagging : chat
@ Anonimato online

@ Files encryption
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PG (on win:()

GPG4WIN

http://gpg4win.org/

@ Gpgdwin Setup I =l 3
GPGW'N Welcome to the installation of
Gpg4win

Gpg4win is a installer package for Windows for EMail and file
encryption using the core componenent GnuPG for Windows.

"\ Both relevant cryptography standards are supported,
OperPGP and S/MIME. Gpgehrin and the software included
with Gpg4win are Free Software,
Click Next to continue.
This is Gpgdnin version 2. 1.0
file version 2,1.0.1641
release date 2011-03-15




@ Gpgdwin Setup I =l 3

Choose Components
\ @ Choose which festures of Gpgénin you want to nstal.

Check the compenents you want te install and uncheck the components you don't want to
install. Click Next to continue,

Description
Fosition your motise
Gver & compenent b
see it deseriphor,

Select compenents to install:

Gogénin Compendium

Space required: 122.5V8

Hullsoft Tnstal System v2,37-3

<k Concel
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GPG (on win:()

@ Gpgdwin Setup P T 53

Installing
\ @ Please wait while Gpg4win is being installed.

Extract: qt3supportwidgets.dl... 100%
Extract: quebview.dll... 100%

Output folder: C:'Program Files\GHU\GNUPE plugins conengines
Extract: gsvgicond.dl... 100%
Output folder: C:'Program Files\GNU\GNUPG plugins mage formats

Extract: qgif4.dl... 100%
Extract: gico4.dl... 100%

Extract: gipeg4.dl... 100%
Extract: gmng4.dl... 100%
Extract: gsvg.dl... 100% j

Hullsoft Tnstal System v2,37-3

ZEaR flext > Cerice|
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GPG (on win:()

@ Gpgdwin Setup I =l 3

Define trustable root certificates.
\ @ S/MIME configuration

Gpg4in needs a list of root certificates which you trust.

IFor mare information, see the Gpg4win Compendum, chapter 22:

hitt £ ot 3uin-compendium 28 html
[1] Note to view options in Windows Explorer:
Ensm & that you have enabled the folder option "Show hidden fies and folders”
u find this option under:

[\ ndows 2000/3P]: Tools > Folder Options >
[Windows Vista/7]: Organize > Folder and Seal(h Ophuns > Ansicht :I

Therewith you can use S/MIME, the configuration is stringently required. Skip this
(unﬁgurauun only if you don't want to use S/MIME.

| Hootcertfcate detined o skip confgiration
Tilsft Tnstal iystam v2,37-3

<tk Concel

odifesa digitale



8) Gpgdwin Setup

GPG\\4WiN

A

=lEix

Completing the Gpg4win Setup
Wizard

Gpg4win has been installed on your computer.

Click Firish to close this wizard.

[ Bhow the README fieh

Cick here for the project’s homepage

<k &




Manager delle chiavi

™2

Document
Immagini

Musica

Giochi

Computer

pannelo di contralio
Dispositivi e stampanti
Programmi predefiniti

Guida e supporto tecrico

b Tuttii programmi

[Icerca rogramm & fie 2 wrestailsstema |»




CREARE UNA NUOVA COPPIA DI CHIAVI

.7 GHU Privacy .

File Edit Ke

ys Windows Server Help

b @ & & &

Sign Import

=lolx|

y a P
at> =] =}
Brief Detailed | Preferences | Refresh | Files Clipboard Card

ﬂ Key Manager

- ‘ |Key\DA ‘UserName

x
You do not have 2 private key yet. Do you want
to generate one now (recommended) or do it
later?

{ Generate key now : Do it later

O RS SeTeTTe
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GPG (on win:()

CREARE UNA NUOVA COPPIA DI CHIAVI

Bl ~lease insert your full name.

Your name will be part of the new key to make it easier
'8 for others to identify keys
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CREARE UNA NUOVA COPPIA DI CHIAVI

=lBix
Generate key

Please insert your email address.

\ Your email address will be part of the new key to make it
easier for others to identify keys. If you have several email
addresses, you can add further email adresses later.

Your Email Address: {asd@asd.com|

S Back ‘ < £orvard Segame\‘
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GPG (on win:()

CREARE UNA NUOVA COPPIA DI CHIAVI

+” Generate key =]

Generate key

tis recommended that you create a backup copy of your
hew key, once it has been generated

Do you want to create a backup copy?

ate backup copyl

O Do it later

S Back ‘ o £orvard Segame\‘
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GPG (on win:()

CREARE UNA NUOVA COPPIA DI CHIAVI

Proteggere la chiave privata con una parola d’ordine

]
{1 nseriscila passphras:

 passphrzse [eeseseeres
v: [INIEZEINAN

-C_‘I
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GPG (on win:()

CREARE UNA COPIA DI BACKUP DELLA PROPRIA
CHIAVE

+” Backup key to file x|

Name: [asch1188FCER.25c

save infolder: ["Desktop M

b Browse for other folders

Generating backup of key: 1188FCBB
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7 Gy

racy Assistant - Key Manages
Flle Edit Keys Windows

Server Help

=lolx|

v @ & | &

> & [
t D n {import: Brief Detailed | Preferences | Refresh | Files Clipboard Card
ﬁ Key Manager

-‘ ‘KEy\D - ‘LlserName

'S3 P 1188FCBB asdasd sasd@asd.com>

No keys selected

Selected default key: 1188FCEB asdasd <asd@asd.com>




ESPORTARE CHIAVE PUBBLICA SU FILE

|« G Privacy Assistant_ ke =lofx|

Fle Edit_Keys Windows server Help

&

& k & (B
Edit Delete Sign Import Export ailed | preferences | Refresh | Files Clipboard Card

R Key Manager

] [reyio = [usernome A
=

Export public keys to file

Name: [asd_pub.asdl

Savein folder: [Desktop -

& cancel

¥ Browse for other folders

User name: asdasd <asd@asd.com>
Key ID: 1188FC88
Fingerprint: 2484 A74E 3DE1 0879 D64A 73FF 6493 BE77 1188 FCBS
xpires at: never expires
Owner Trust: Ultimate
Key validity: Fully Vaiid
Ke

y
Created at: 2013-03-27

Selected default key: 11887C88 asdasd <asd@asd.com>
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USARE KLEOPATRA PER CIFRARE FILE

d = -
@

Documenti

Immagini

Musica

Giochi

Computer

Pannelo di controllo

Gpg4in
@ Clans-Mai Dispositii € stampanti

Frogrammi predefiniti

€ Uninstal

Documentation Guida & supporto tecnico

< Indetro

| cerca programmi e fie B2 orestailsistena |»




USARE KLEOPATRA PER CIFRARE FILE

@ Kleopatra
File View Certiicates Tools Settings Window Help

—iBix|

(< (%]

H\mnmcemlmmes Exnort Certificates. | Redisplay  Stop Operation

Lookup Certificates on Server

|| Fina |

|\|,v Certificates

ﬂ My Certificat | Tuusted Centificates | Qther Centificates |

|
|

Meme |  EMal | ValidFrom | Valid Until |

Details.

KeyD |

- asdasd asd@asd.com 2013.03-27

OpenPGP

11B8FCBB




File View Certificates Tools Settings Window Help

USARE KLEOPATRA PER CIFRARE FILE

=10l x|

9 New Certificats Ctil+N o
eration Lockup Certificates on Server
@6 Lookup Cetificates on Server  Clil+Shift+]
[y certificates |

- Import Certficates... Ctrd

| e

Cik2 vaiduntil | Detals | KeyiD |

L OpEIIFGP 11B8FCBB
Olil+Shift=E

Decryptiverify Files. .

Create Checksum Files...
Verify Checksum Files

© Close Ctl+w

&3 Quit

Ctrl+Q




USARE KLEOPATRA PER CIFRARE FILE

2l

What do you want to do?
Please sslect hers whether you want to sign or sncrypt files

Selected file
o C:/Users/ Desktop/asd.txt

I~ Archive files with: [TAR (PGP®-compatible) =

uchive niame (QpenPGP); [CTlsers! Deskioplasd bt tar =

Archive name (STMIME): [C:/Users Desktop/asd.txt tar.gz =

¢ Sign and Encrypt (OpsnPGP only)
& Encrypt

© Sign

I™ Text output (ASCIl armer)

I~ Remove unencrypted original file when done

<geck [[ memt> | concal




GPG (on win:()

USARE KLEOPATRA PER CIFRARE FILE

Per chi vogliamo cifrare il file???
o

For whom do you want to encrypt?
Pleass sslect for whom you want the files to be sncrypted. Do not forgst to
pick ane of your own certificates.

Eind- [ All Centificates =l

Name Valid From | Valid Until

. asd asd@asd.com 2013.03-27

« |
wadd | & Remove

Name © | E-Mail | Valid From [ Vaiid Uniil| Details [

-asdasd asd@asd.com 2013-03-27 OpenPGP 24B4A74E

« | i

<gock |[ Encyer | cancel
todifesa digitale




GPG (on win:()

USARE KLEOPATRA PER CIFRARE FILE

x|
() Mmosien - - @3 [ e esion &

Organizza v Muova cartella B -

b asdbt
Documents di testo
178 byte

asd_pub.asc
| File AsC
— 1,68K8

250-11567CEB.asc

| | Fie asc Jhd|
- |
e




GPG (on win:()

USARE KLEOPATRA PER CIFRARE FILE

x|
() Mmosien - - @3 [ e esion &

Organizza v Muova cartella B -

b asdbt
Documents di testo
178 byte

asd_pub.asc
| File AsC
— 1,68K8

250-11567CEB.asc

| | Fie asc Jhd|
- |
e




Thunderbird

@ Programma (client) per leggere la posta non dal browser
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Thunderbird

@ Programma (client) per leggere la posta non dal browser
@ Strumenti integrati per cifrare le email
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Thunderbird

@ Programma (client) per leggere la posta non dal browser
@ Strumenti integrati per cifrare le email
@ Permette di leggere le email anche offline
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ENIGMAIL

Enigmail
@ estensione di Thunderbird per rendere facile e indolore la
cifratura delle nostre malil
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ENIGMAIL

Enigmail
@ estensione di Thunderbird per rendere facile e indolore la
cifratura delle nostre mail
@ gestisce chiavi, cifratura e firma delle nostre email
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Installare Thunderbird

mozilla messaging

Thunderbird | Thunderbird

Now with tabs, betier search, and email archiving.

It's easy to upgrade to Thunderbird 3.1

335 fae Wi,
o) (o anm)
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Installare Thunderbird

Opening Thunderbird Setup 3.1.1exe

You have chosen to open
5| Thunderbird Setup 3.1.1.exe
which is a: Binary File

from: hitp://download-cdnetworks.mozilla.net

‘Would you like to save this file?

Save File Cancel




Installare Thunderbird

L) Mozilla Thunderbird Setup = |
-

Welcome to the Mozilla Thunderbird
Setup Wizard

This wizard will guide you through the installation of Mozilla
Thunderhird.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.




Installare Thunderbird

L) Mozilla Thunderbird Setup

Setup Type
Choose setup options

Choose the type of setup you prefer, then dick Mext.

@ 3

Thunderbird will be installed with the most common options.

Custom

‘You may choose individual options to be installed. Recommended for experienced
users.

/| Use Thunderbird as my default mail application

| < Back |[ Mext = ]‘ Cancel ‘




Installare Thunderbird

L) Mozilla Thunderbird Setup = o gy

Completing the Mozilla Thunderbird
Setup Wizard

Mozilla Thunderbird has been installed on your computer,

Click Finish to close this wizard. |

[¥]Launch Mozilla Thunderbird now: ‘

< Back Cancel




Installare Enigmail

Enigmail

& Add-ons
K 4 @
GetAdd-ons  Extensions  Themes  Plugins
enigmail x Browse All Add:
Enie Enigmail anaan =
MaiL
- | OpenPGP message encryption and
“ 4 | authentication for Thunderbird and SeaMonkey. |-
| LeemMore
4 Extension dd to Thunderbird
Leopard Mail-Default-Aqua adra
This theme is the skin which can change your Thunderbird like LeopardMail. l
Instal
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Installare Enigmail

Software Installation v L]

Install add-ons only from authors whom you trust.

Malicious software can damage your computer or violate your privacy.

“You have asked to install the following item:

e Enigmail (Author ot verifies)
AL pttps/ I, fe 2 fenigmail-1.1 2-tb-uiin

Install (4 Cancel




Installare Enigmail

& Add-ons S| B )
/0 M (S ]
GetAdd-ons Extensions Themes  Plugins Installation
@ Restart Thunderbird to complete your changes. Restart Thunderbird | x
[l
enigmail x Browse All Add:
Enie Enigmail

£\ Leopard Mail-Default-Aqua

HHHH =
OpenPGP message encryption and L
authentication for Thunderbird and SeaMonkey. |~

Learn More

4 Extension Install Complete

WA

Install,
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Configurare Enigmail

OpenPGP Setup Wizard

Welcome to the OpenPGP Setup Wizard

This wizard helps you to start using OpenPGP right away. Over the next few
screens we'll ask you some questions to get everything setup.

To keep everything simple, we make some assumptions about
configuration. These assumptions try to provide a high level of security for
the average user without creating confusion. Of course, you can change all
of these settings after you finish the wizard. You can find out more about
the OpenPGP Features in the Help menu or on the Enigmail website.

If you have any trouble using this wizard, please let us know by emailing us.

This wizard is automatically invoked when you First install Enigmail. You can
also launch it manually from the OpenPGP menu.

Thank you For choosing Enigmail OpenPGP!

Would you like to use the wizard now?
@ |Yes, | would like the wizard to get me started

Mo, thanks. | prefer to configure things manually
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Configurare Enigmail

Vuoi firmare tutte le email???

OpenPGP Setup Wizard

Signing
Digitally Sign Your Outgoing Emails

OpenPGP allows you to digitally sign your emails. This is like the electronic
version of signing a letter, and it allows people to be sure that an email is
really from you. It's good security practice to sign all outgoing email

To verify your signed email, people need an OpenPGP-aware mail program
If they don't have an OpenPGP-aware mail program they will be able to
read your email, but the signature will be displayed as anattachment or as
text around the email message. This might annoy some people. You need to
choose if you want to sign all outgoing email, or if you want to avoid
sending signed email to some people.

Do you want to sign all your outgoing email by default?
@ |yes, | want to sign all of my email
No, | want to create per-recipient rules for emails that need to be signed
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Configurare Enigmail

Vuoi cifrare tutte le email???

OpenPGP Setup Wizard

Encryption
Encrypt Your Outgoing Emails

OpenPGP allows you to encrypt your email messages and any attachments.
Encryptionis like putting a letter in an envelope. It makes things private
It's not just For "secret” messages, but for everything that you would not
send on a postcard.

on a technical level, encryption works like a padlock that only the recipient
has the key for. Unlike signing, to use encryption all the recipients of an
email need to use OpenPGP. People need to give you their public key
before you can send them encrypted email (the public key is the pad lock
we were talking about).

Unless most of your communication partners have public keys, you should
not enable encryption by default.

Shall your outgoing email be encrypted by default?
Yes, | have public keys for most of my contacts

@No ! will create per-recipient rules for those that sent me their public
key
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Configurare Enigmail

OpenPGP Setup Wizar

Create Key
Create A Key To Sign And Encrypt Email

You need to have a "key pair' to sign and encrypt email, or to read emails
that are encrypted. A key pair has two keys, one public and one private.

You need to give your public key to everyone in your contact list who will
want to verify your signature, or to encrypt email to you. Meanwhile, you
need to keep your private key secret. You must not give it away, or leave it
unprotected. It canread all the email people encrypt and send to you. It can
also encrypt email in your name. Because it's secret, it's protected by a
passphrase.

Account / User ID:
Johnny Cash <maildemo@greenhost.nl> - maildemo@greenhost.nl
Passphrase

Please confirm your passphrase by typing it again
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Configurare Enigmail

OpenPGP Setup Wizar

Summary
Confirm that the wizard shall now commit these changes

Youare almost complete! If you click on the 'Next' button, the wizard will
perform the following actions:

- Create a new 2048-bit OpenPGP key, valid for 5 years
—Activate OpenPGP For your email account
—Sign all emails by default

—Do not encrypt emails by default

- Adjust all recommended application settings




Configurare Enigmail

Key Creation
Your key is now being generated

Key Generation Console
NOTE: Key generation may take up to several minutes to complete.
Do not exit the application while key generation is in progress. Actively
browsing or performing disk-intensive operations during key generation
will replenish the 'randomness pool' and speed-up the process. You will
be alerted when key generation is completed.




Configurare Enigmail

OpenPGP Confirm

Key generation completed! Identity <maildemo@greenhost.nl> will be used for signing.

Ve highly recommend to create a revocation certificate for your key. This certificate can be used
i

to invalidate your key, e.g. in case your secret key gets lost or compromised. Do you want ta
create such a revocation certificate now?

€iskip -/ Generate Certificate




Configurare Enigmail

Create & Save Revocation Certificate

Name: maildemo@greenhost.nl (0x8B885D26) rev.asc

Save in folder: |[@identoir =
» Browse for other folders

Cancel Save




OpenPGP Alert

The revocation certificate has been successFully created. You can use it to invalidate your public
key, e.g. in case you would lose your secret key.

Please transfer it to a medium which can be stored away safely such as a CD or Floppy Disk. IF
somebody gains access to this certificate they can use it to render your key unusable.

| spoK




OpenPGP Setup Wizard

Thank you

OpenPGP is now ready to use.

Thank you for using Enigmail

Finish |




Spedire la chiave pubblica

[N —— oY |
e 6 ow Oghons [OpagbCB] Joots Hes
W jSend | %5 Spell - || ¥ Fgnesage consincs | [smn -

Encopthessge  Colshifnt

fom: [ Jomny Casn conad !
Use PGP/MIME for This Mesiage

- Te & i

— ndo ncrptizn

Atach by Pubbc Key

<

Hep

Subject Sencing you y pubiic key

Hi there,

A5 we discussed, 1 hereby am sending you my PSP public key, Please
confirn that you have received this message

Cheers,

Johnny




Ricevere e importare una chiave pubblica

P—— ———ET )

»
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Ricevere e importare una chiave pubblica

OpenPGP Confirm ]

0 The attachment '0x426820AF.as¢” you are opening appears to be an OpenPGP key file.

Click Tmport’ to import the keys contained or ‘View' to view the file contents in a browser window

Impott | View




Ricevere e importare una chiave pubblica

OpenPGP Alert eS|

The keys) were successfullyimported
gpg: key 4268204F: “Johnny Cash <mildemo@greenhost.nl> " not changed

9pg: Total number processed: 1
9pg: unchanged: 1

PRSI




Spedire un email cifrata

Wit SGP ma: contains pivate content
fie §oe yew Option: [OpeghGo] Jooi belp

W Send | %5 Spelt - || ¥ Fgnesage consincs | [smn -
¥ Encomblenage  Cunshitet
From: [ Jonnny Cash < I
Ul PGPIMIME o This Message

Te | & en

= tnc Encrypticn
Aitach by Pubc Key
Hep

Subject PGR ma containg pivate contert

ey

Hello Johnay,

glad to finally have private correspondence with you.
This mail will be encrypted with PGR




Spedire un email firmata

Write: What's up! — [T ) o
ie ot yew Ogtons (OpeggGa] Jooks b
W jSend | %5 Spelt - || ¥ Sgnesage =

T ——— [

Subject Whatsop?

Hi there,
I have signed this message with PGP to proof that it is really me.

Enile




Instant messagging : chat

PIDGIN

Pidgin

@ Client di messaggistica multiprotocollo - multiaccount
(gmail, facebook, ICQ) - Multipiattaforma (va bene anche
per winzozz)

Autodifesa digitale



Instant messagging : chat

OTR “off-the-record”
@ Ci permette di avere delle conversazioni private
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Instant messagging : chat

OTR “off-the-record”
@ Ci permette di avere delle conversazioni private
@ Si basa sul paradigma della cifratura a chiave pubblica
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Instant messagging : chat

PIDGIN-OTR

Pidgin + OTR
@ Pidgin puo essere facilmente esteso per utilizzare OTR
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Instant messagging : chat

PIDGIN-OTR

Pidgin + OTR
@ Pidgin puo essere facilmente esteso per utilizzare OTR
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PIDGIN-OTR

Pidgin + OTR
@ Pidgin puo essere facilmente esteso per utilizzare OTR
@ OTR su tutti i protocolli supportati da pidgin
@ Diffusione delle chiavi pubbliche “automatica”
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Installazione/Configurazione

Winz:
pidgin: www.pidgin.im

PLUGNS | HELP | ABOUT | NEWS | DEVELOPMENT

Y i ° IM all your friends in one place

Download Now
SOUCRFOrGR - Trusted for Open Source

("Team More »

n 2.10.7 contains so rity
for users of MXit, Sametime,
and anyone connected to a public
network (unencrypted Wi-Fi,
universities, offices, etc). It also
contains updated SSL certificates to fix

T—

== T
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Installazione/Configurazione
Winz:

e

cyoherpunis.ca/o/ nce:

remote attacker to cause arbitrary code to be exccuted on the user's machine.

pidgin-otr: otr.cypherpunks.ca -> win32_installer

2 & B

The flav is in pidgin-otr, not in ibotr. Other appiications that use ibotr are not affected.

E-2012-

Please upgrade to pic

has been assigned to this issus

32,1 immediately

Users of pidgin-otr packages in Linux and “BSD distributions should see updated packages shortly

+ More New

OTR library and toolkit

OTR plugin for Pidgin

OTR localhost ATM proxy

This is the portable OTR Messaging
Uibrary, as wall 35 the toolit o help you
forge messages. You need this ibrary in
order to use the other OTR software on
this page. [Note that some binary
packages, particularly Windows, do not
have a separate library package, but just
include the library and taolkt in the
packages below.
400,

The current version s

5 from version 3.2.x

Source code (4.0.0)

o4 tarball (sic)
Note that if you'e compiling from source
on win32 vou mav need tomake

Ly ks —

This is 2 plugin for Pidgin 2.x which
implements Off-the-Record Messaging
over any IM natwark Pidgin supports. The
current version is 4.0.0.

Source code (4.0.0)
. ol (e

This is a localhost proxy you can se with
almost any AIM client in order to
participate in Off-the-Record

conversations. The current version is

0.3.1, which means its sl along way

from done. Read the README file carefully

Some things it's stllmissing:

* Usemams;
to the proxy

sword authentication
Having the proxy be able to use
outgoing proxies tself

Support for protocols other than
AMICQ

== u o

5 ™
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Installazione/Configurazione

GNU/Linux:
ppp Utilizzare il gestore di pacchetti della propria distribuzione
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Installazione/Configurazione

&3 Installazione di Pidgin 2107 E (=183

Installazione in corso

- .
' 1 ‘,l n Frego attendere mentre Pidgin 2.10.7 viene installato.

Dovinloading gtk.zip

4879kB (419%) of 11826k at 174.2kB/s (40 secands remaining)




Instant messagging : chat

Installazione/Configurazione

Installare pidgin-otr

{7 pidgin-otr 4.0.0-1 Setup E [=] @

Welcome to the pidgin-otr 4.0.0-1
Setup Wizard

This wizard will guide you through the installation of
pidgin-otr 4.0.0-1.

It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files vithout having to rebeot your
computer.

Click Next to continue.

==




Instant messagging : chat

Installazione/Configurazione

Configurare un account su gmail

' Aggiungi un account

=

Di base | Avenzate| Prow,

Opzioni di login

brotscol Bogerx ]
Domie e

Risorsa:

DPassword:

Ricorda la password
Opzion utente

Alias Jocale:

Notifica i nuovi messaggi di posta

er questo account a seguente icona:

Crea questo nuovo account sul server

Annuila_| | Aggiungi
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Installazione/Configurazione

Abilitazione del plugin

B ista contat = |
Contatti  Account Strumenti  Aiuto
Alarm
Certificati
D Smiley personalizzati  CtrlsY
o ansy
ererenze cnep
Privacy
imposta umore o
& Trasferimento file Ctrl+T

Lista delle stanze
Log di sistema

O Presente =




Instant messagging : chat

Installazione/Configurazione

£/Plugin =

Abilitato « Nome

Fornisce accesso alle impostazioni gtk usate .

Conversazioni colorate 2107
o lor nella finestra dele conve.

Editor del tema di Pidgin 2107
Editor del tema di Pidgin

Formato del timestamp per i messaggi 210,
Personalizza il formato del timestamp dei me,
Inattivatore 2107

Consente di configurare manualmente per qu
Linea di demarcazione 2.10.7

Disegna una linea per indicare | nuovi messa.
Messaggi non in linea 2.10.7

Salva g inviati 2d un utente non in

Messaggistica ‘Off-the-Record’ 40.0

misce conversazioni private e sicure

he-Record'

ni in ingr.
atezza delle comunicazioni IM fornendo cifratura
gretezza perfetta in avanti

ander, Willy Lew, Lisa Du,
sov <or@cypherpunis.ca>

Chiugi
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Chat NON privata

Conversation Qptions

() alice di bob

[A|Eont | & Insert | (&) Smile! | (1) Attention!

£ Mot private




Instant messagging : chat

INIZIARE UNA CHAT PRIVATA

Conversation Optiens Sznd To

() slice di bob

W cryptostalin@gmail.com (cryptolenin@gmail comy)
(4 Not Private

[ what's this?

[AlEont | 4k Insert | (Z)Smile! | () Attention! (5 Mot private
LA = =
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CHAT NON VERIFICATA

Conversation Options dTo OTR tﬂ
() alice di beb
(12:46:14) Attempting to start a private =

conversation with cryptostalin@gmail.com...
& (12:46:17) Unverifi

d conversation with
cryptostalin@gm. om/FD275821 started.

[a|Eont | dF Insert | () Smile! | (§) Attention! [ Unverified




Instant messagging : chat

AUTENTICARE UN CONTATTO

La prima volta autenticate i vostri contatti!

Conversation Options

ol OTR 7.

Refresh private conversation
End private conversation
Authenticate buddy .

() alice di bob

(12:46:14) Attempting to start

cpnversation with cryptostalil 47 cryptostalin@gmail.comFD275821 (cryptolenin@gmail.comy)

A (12:46:17) Unverified conver (/A Unverified
cryptostalin@gmail.com/FD27 —
[H) what's this?

|a|Eent | dk Insert | () Smile! | () Attention! [ Unverified
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AUTENTICAZIONE

Autenticazione con domanda segretissima

Authenticate cryptostalin@gmail.com

"=/ authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

How would you like to authenticate your buddy?
Question and answer -

To authenticate using a question, pick a guestion whose answer is
known anly to you and your buddy. Enterthis question and this answer,
then wait for your buddy to enter the answer too. If the answers don't
match, then you may be talking to an im poster.

Enter question here:
[aru.

Enter secret answer here (case sensitive):

HiHelp 88 cancel




Instant messagging : chat

AUTENTICAZIONE

Autenticazione con password segretissima

Hikelp

Authenticate cryptostalin@gmail.com

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

How would you like to authenticate your buddy?
Shared secret -

To authenticate, pick a secret known only to you and your buddy.
Enter this secret. then wait for your buddy to enter ittoo. Ifthe secrets
don't match. then you may be talking to an imposter.
Enter secret here:
lasuperpassword|

88 cancel
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AUTENTICAZIONE

Autenticazione con verifica manuale delle fingerprint (numeri
unici per ogni chiave!)

¥ Authenticate cryptostalin@gmail.com
[ |
"=/ authenticating a buddy helps ensure that the persan you
are talking to is who he or she claims to be.
How would you like to authenticate your buddy?
Manual fingerprint verification =

To verify the fingerrint, contact your buddy via some other
authenticated channel, such as the telephone or GPG -signed
email. Each of you should tell your fingerprint to the other. If
everything matches up, you should indicate in the sbove dislog
that you have verified the fingerprint.

Fingerprint for you, cryptolenin@gmail carny (XMPP):
04C84F51 AD22E608 9F5F7935 3397398E FC678DDO

Purported fingerprint for cryptostalin@gmail.cormn
2FB1B0D3 72D056C8 61EA417A AAC1BB23 79BFDCAA

fhave not |+ |verified that this is in fact the correct

fingerprint for cryptostalin@gmail.com

HiHelp 88 cancel Authenticate
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CHAT PRIVATA

bla bla privato

Conversation Options OTR (_,
() alice di bob
(12:46:14) Attempting to start a private =

conversation with cryptostalin@gmail.com...

& (12:45:17) Unve d conversation with
cryptostalin@gmail.com/FD275821 started.

2 (12:50:59) The privacy status of the current
conversation is now: Private

|A|Eont | &k Insert

Smile! | (1) Attention! & Private

odifesa digitale



Anonimato online

Perche’???

@ Tracciamento pubblicitario, profilazione
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@ Divulgazione sicura di informazioni che potrebbero
metterci in pericolo
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Perche’???

@ Tracciamento pubblicitario, profilazione
@ Tutela della liberta di espressione

@ Divulgazione sicura di informazioni che potrebbero
metterci in pericolo

@ Riservatezza
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Anonimato online

Perche’???

@ Tracciamento pubblicitario, profilazione
@ Tutela della liberta di espressione

@ Divulgazione sicura di informazioni che potrebbero
metterci in pericolo

@ Riservatezza
@ Aggiramento della censura (es: PirateBay, Iran, China)
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Anonimato online

Browser

@ Lascia un sacco di informazioni su chi siamo
@ Se configurato male € molto ad-friendly
@ Banchetti per configurazione piu sicura e anonima di firefox
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Tor:

@ Invece di raggiungere direttamente un sito veniamo
“rimbalzati” tra vari computer della rete TOR
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Tor:

@ Invece di raggiungere direttamente un sito veniamo
“rimbalzati” tra vari computer della rete TOR

@ | computer che ci rimbalzano non possono sapere la
nostra reale destinazione, né la nostra reale provenienza
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@ Invece di raggiungere direttamente un sito veniamo
“rimbalzati” tra vari computer della rete TOR

@ | computer che ci rimbalzano non possono sapere la
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Anonimato online

E) How Tor Works: 1 €5 Tornode

- - = unencrypted link
—& oncrypted link

Alice

i (+ I

Step 1: Alice’s Tor
client obtains a list
of Tor nodes from - +

adirectory server. = — —

Dave




Anonimato online

Ef) How Tor Works: 2 €} Tor nodo

- - unencrypted link
—& oncrypted link
Alice

[ PN + N

Step 2: Alice’s Tor client
picks a random path to

destination server. Green -
links are encrypted, red - 7 — +

links are in the clear.

I+

Dave




Anonimato online

il
£ Tornode
-+ = unencrypted link

EHD How Tor Works: 3
— encrypted link

Step 3: If at a later time, the N .

user visits another site, . 4
Alice's tor client selects a - n - n e
second random path. — — = i Jane
Agaln, green links are ’/\_j H

encrypted, red links are in H

the clear. n - n :
- -  EETT T

A ' — ! Bob

- —
Dave -~ ;
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Niente paura: Tor Bundle

Tor bundle

@ realizzata per rendere piu accessibile e sicuro l'utilizzo
della rete TOR
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Niente paura: Tor Bundle

Tor bundle

@ realizzata per rendere piu accessibile e sicuro l'utilizzo
della rete TOR

@ basata su firefox (Free software, multipiattaforma)
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Niente paura: Tor Bundle

Tor bundle

@ realizzata per rendere piu accessibile e sicuro l'utilizzo
della rete TOR

@ basata su firefox (Free software, multipiattaforma)
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Files encryption

CIFRATURA FILE

Perche’???
@ Furti
@ Sequestri
@ Manomissioni
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CIFRATURA FILE

Metodi
@ cifrare solo file sensibili
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Files encryption

CIFRATURA FILE

Metodi
@ cifrare solo file sensibili

e scomodo per molti file
@ non nasconde il nome, la dimensione, il numero di file, e
altre informazioni

contenitori cifrati
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Files encryption

CIFRATURA FILE

Metodi
@ cifrare solo file sensibili

e scomodo per molti file
@ non nasconde il nome, la dimensione, il numero di file, e
altre informazioni

@ contenitori cifrati
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Files encryption

CIFRATURA FILE

Metodi
@ cifrare solo file sensibili

e scomodo per molti file
@ non nasconde il nome, la dimensione, il numero di file, e
altre informazioni

@ contenitori cifrati
@ cifratura totale del sistema (LUKS)
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Files encryption

@ Nella fase di installazione alcuni sistemi GNU
Linux facilitano molto

@ Luks + dm crypt (facile in fase di installazione)
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Files encryption

TRUECRYPT

Creiamo la partizione da cifrare nel nostro device (tipo una
pennetta usb) con gparted

o ]

n 5
GParted Edt View Device Partition Help

L[ /devisdb (117.66 MiB) ¢

unallocated
117.66 MiB.

Flesystem size Used Unused Flags

unallocated I unallocated 117.66 MiB

0 operations pending
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Files encryption

TRUECRYPT

Selezioniamo di creare una partizione cifrata

TrueCrypt Volume Creation Wizard

O Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

® [Create a volume within a partition/drive|

Formats and encrypts a non-system partition, entire external or
secondary drive, entire US8 stick, etc.

@b | Not> | [ @gancel |
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TRUECRYPT

Scegliamo di creare un volume nascosto

Volume Type

standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt

Hidden TrueCrypt volume

1t may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

More information about hidden volumes

@ el ‘ <prev | net> | [ @gcancel|
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Files encryption

TRUECRYPT

Specifichiamo il device del nostro supporto (nel nostro caso la
pennetta e’ vista come /dev/sdb) ATTENZIONE: Assicuriamoci
di non sbagliare il nome del device

=)

Volume Location

[1devrsab Select Device..

e m t the partitio /d  vill be formatted and all
ntly stored on it will be

\
om\ [ <erev | mex> | [@gancel]
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Files encryption

TRUECRYPT

Scegliamo l'algoritmo con cui cifreremo il contenitore del nostro
volume nascosto. AES va bene come scelta di default.

Wiz =)

Outer Volume Encryption Options

Encryption Algorithm

More information on AES

Hash Algorithm

RIPEMD-160 <] inform:

@ el ‘ <prev | mew> | | @cancel |
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Files encryption

TRUECRYPT

Impostiamo una password per aprire il contenitore del volume
nascosto.

Wiz =T

Outer Volume Password
password: [not 1so2secret3 ]
Confirm password: [not 1s02secret3 |
@ Display password
[ Use keyfiles Keyfiles.
Please choose a password for the outer volume. This wil be the
password that you will be able to reveal to an adversary if you are
asked orforced to do so.

IMPORTANT: The password must be substantially different from the
one you will choose for the hidden volume,

Note: The maximum possible password length is 64 characters.

@ Help ‘ <prev | net> | [ @cancel|
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Files encryption

TRUECRYPT

Scegliamo il filesystem per la nostra partizione

I =i

Format Options

Filesystem Options

Filesystem type: | FAT S

Volume Format Options
[ Quick format

In order to enable your operating system to mount your new volume,
it has to be formatted with a flesystem. Please select a filesystem
type

1f your volume is going to be hosted on a device or partition, you can
use ‘Quick format' to skip encryption of ree space of the volume.

@ el ‘ <prev | net> | | @cancel|
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TRUECRYPT

Adesso copiamo dei files nel contenitore. ATTENZIONE: | files
copiati qui non dovranno essere dati sensibili e non dovremo
copiare nuovi files altrimenti rischiamo di sovrascrivere |l
contenitore nascosto sottostante.

i

Outer Volume Contents

Outer volume has been successfully created and mounted as
‘mediaftruecrypt1". To this volume you should now copy some
sensitive-looking files that you actually do NOT want to hide. The files
will be there for anyone forcing you to disclose your password. You
will reveal only the password for this outer volume, not for the hidden
one. The files that you really care about will be stored in the hidden
volume, which will be created later on. When you finish copying. click
Next. Do not dismount the volume.

Note: After you click Next, the outer volume ill be analyzed to
determine the size of uninterrupted area of free space whose end is
aligned with the end of the volume. This area will accommodate the
hidden volume, so it wil imit its maximum possible size. The
procedure ensures no data on the outer volume are overwritten by
the hidden volume.

Open Outer volume|

@b | Not> | [ @gancel |
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Files encryption

TRUECRYPT

Scegliamo la dimensione della partizione nascosta.
ATTENZIONE: la dimensione non potra’ essere
maggiore/uguale alla dimensione del contenitore.

=i

Hidden Volume Size
[ —

Maximum possible hidden volume size for this volume
is 123 MB.

Please specify the size of the hidden volume to create. The
minimurn possible size of a hidden volume s 23 KB (or 2701 KB i it
is formatted as NTFS). The maximum possible size you can specify
for the hidden volume s displayed above

Please note that if your operating system does not allocate files
fro g of t hidd

@ceb | [ <prev | mex> | [ @gancel|
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Files encryption

TRUECRYPT

Scegliamo la password con la quale aprire la partizione
nascosta: ATTENZIONE: |la password dovra’ essere ROBUSTA
e DIVERSA dalla password del contenitore creato prima.

Wiz =i

Hidden Volume Password

Password: [muchimore2secret3 ]
Confirm password: [muchimore2secret3] ]
 Display password
O Use keyfles Keyfies

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be
found in a dictionary (or a combination of 2. 3, or 4 such words). It
should not contain any names or dates of birth. t should not be easy
to quess. A good password is a random combination of upper and
lower case letters, numbers, and special characters, such as @ ~ =
%+ etc. We recommend choosing a password consisting of more
than 20 characters (the longer, the better). The maximum possible
length is 64 characters.

N
@cek | | <erev | mex> | [ @cancel|
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Files encryption

Sicurezza assoluta non esiste

@ Questi strumenti sono “sicuri” MA:

e Il nostro computer & un’insime di molti software, e tutti
questi potrebbero essere utilizzati per aggirare la sicurezza
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Files encryption

Sicurezza assoluta non esiste

@ Questi strumenti sono “sicuri” MA:
e Il nostro computer & un’insime di molti software, e tutti
questi potrebbero essere utilizzati per aggirare la sicurezza
e | programmi sono scritti da esseri umani, errori nel software
sono utilizzati per aggirare la sicurezza
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Sicurezza assoluta non esiste

@ Questi strumenti sono “sicuri” MA:
e Il nostro computer & un’insime di molti software, e tutti
questi potrebbero essere utilizzati per aggirare la sicurezza
e | programmi sono scritti da esseri umani, errori nel software
sono utilizzati per aggirare la sicurezza
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Files encryption

A CRYPTO NERD'S

I MAGINATION *

HIS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLLJsTER To CRACK \T-

N0 GooD! TS
U096 -BIT QGN

EVIL F‘LR‘N
15 FOLED! ™~

WHAT WOULD

ACTUALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HTT HIN WITH
THIS $5 WRENCH UNTIL
HE TEUS US THE PASSWORD.

\ GOT 1T,
0 .~

)
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Files encryption

Allora che si fa??

@ Importanza dell’utilizzo di software libero
@ codice aperto == controllato dalla comunita
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